
 

 

IT Risk Fundamentals 
Duration: 2 Days 

Method: Instructor-Led Training (ILT) | Live Online Training 

Certificate: IT Risk Fundamentals 

Course Description 
This course covers the principles of IT risk management, the responsibilities and accountability 

for IT risk, how to build risk awareness and how to communicate risk. It is ideal for professionals 

who wish to learn about risk and IT-related risk, who currently interact with risk professionals or 

are new to risk and interested in working in the risk or IT risk profession. 
 

Target Audience 
This course is intended for: 

 Risk Specialists, 

 Professionals new to Risk, 

 Anyone wanting to get a deeper understanding of cyber security and IT risk management, 

 Persons preparing for the ISACA IT Risk Fundamentals exam. 
 

Prerequisites 
No prior knowledge required! This course will teach you everything need to know about 

Cybersecurity & IT Risk Management 
 

Exam Details 
 

  
• IT Risk FundamentalsExam Code:

• 2 hoursLength of Exam:

• 75Number of Questions:

• 65%Passing Score:

• Multiple ChoiceQuestion Format:

http://www.rwtts.com/


 

 

Course Objectives 
Upon successful completion of this course, attendees will be able to: 

 Understand the core concepts and importance of IT risk management within an 

organization. 

 Understand the principles of risk governance and how it influences risk management 

practices. 

 Understand structuring and implementing a risk management framework. 

 Identify various IT risks and understand their potential impact on business operations. 

 Conduct thorough risk assessments and perform risk analysis. 

 Understand how to prioritize risks based on their severity and the likelihood of occurrence. 

 Formulate effective risk response strategies, including mitigation, transfer, acceptance, or 

avoidance. 

 Design and implement risk monitoring systems to track the effectiveness of risk responses. 

 Report on IT risks to stakeholders in a clear and understandable manner. 

 Enhance communication skills to effectively discuss risk-related issues with various 

organizational levels. 
 

Course Topics 

Module 1: Risk Intro and Overview 

Module 2: Risk Governance and Management 

Module 3: Risk Identification 

Module 4: Risk Assessment and Analysis 

Module 5: Risk Response 

Module 6: Risk Monitoring, Reporting and Communication 
 

ACTIVITIES INCLUDED 
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