
 

 

Certified Information Security Manager 

(CISM) 
Duration: 4 Days 

Method: Instructor-Led Training (ILT) | Live Online Training 

Certification: Certified Information Security Manager (CISM) — 

Exam: Certified Infor mation Security Manager (CISM) 

Course Description 
This certification is an audit professional certification sponsored by the Information Systems 

Audit and Control Association (ISACA®). A CISM Certification is offered to professionals who 

prove their exceptional skill and judgment in IS audit, control, and security profession in the 

certification exam. This course is designed to prepare participants for the certification exam. The 

course focuses on the key points covered in the latest CISM Review Manual. It includes class 

lectures, group discussions/activities, exam practice and answer debrief. 
 

Target Audience 
This course is intended for: 

 individuals with familiarity with and experience in information security management such as: 

o Information Security (IS) Practitioners 

o IS/IT Consultants 

o IS Managers 

o Security Professionals 

o Chief Information Officers 

o Professionals aspiring to attain the CISM designation. 
 

Prerequisites 
To attend this course, candidates must have: 

 Met the following requirements as determined by ISACA: 

o Five (5) or more years of experience in information security management. 

o Waivers are available for a maximum of two (2) years. 

o Knowledge and understanding of information security architecture and technology. 

o Previous managerial experience is helpful but not required. 
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Exam Details 

 

 

Course Objectives 
Upon successful completion of this course, attendees will be able to: 

 Ensure that an enterprise’s information is protected. 

 Have the expertise needed to reduce risk and protect the enterprise. 

 Design, develop, implement, and manage an effective security management program. 

 Establish and maintain an IT governance framework aligned with business objectives. 

 Identify and manage information security risks. 

 Understand the format and structure of the CISM certification exam. 

 Understand the various topics and technical areas covered by the exam. 

 Practice specific strategies, tips, and techniques for taking and passing the exam. 
 

Course Topics 

Domain 1 – Information Security Governance 

Domain 2 – Information Risk Management and Compliance 

Domain 3 – Information Security Program Development and Management 

Domain 4 – Information Security Incident Management 
 

ACTIVITIES INCLUDED 

• CISMExam Code:

• 4 HoursLength of Exam:

• 150Number of Questions:

• 450 out of 800 pointsPassing Score:

• Multiple ChoiceQuestion Format:
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