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Certified Information Privacy Technologist
(CIPT)

Duration: 2 Days
Method: Instructor-Led Training (ILT) | Live Online Training

Certification: Certified Information Privacy Professional (CIPT)

Course Description

Data privacy regulations worldwide require privacy protections to be built into products and
services. This course will provide participants with the knowledge to recognize privacy threats
and skills to apply technical strategies to mitigate privacy risk throughout the software and
systems development lifecycles. This course is also beneficial for participants who plan to certify
or want to deepen their privacy knowledge. And, in the ever-changing privacy environment, as
new legislation such as the GDPR and the CCPA comes along, participants will be fully prepared.
NOTE: The CIPT program was developed by the International Association of Privacy Professionals
(IAPP), which is the world’s largest comprehensive global information privacy community and
resource. The CIPT certification also holds accreditation under ISO 17024: 2012.

Target Audience
This course is intended for:
e Data Protection Officers
Data Protection Managers
Auditors
Legal Compliance Officers
Security Manager
Information Managers
Anyone involved with data protection processes and programs.

Prerequisites
To attend this course, candidates must have:
® Experience in IT roles in security, software engineering, data management and auditing.
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Course Objectives
Upon successful completion of this course, attendees will be able to:

Understand critical privacy concepts and practices that impact IT.

Be familiar with consumer privacy expectations and responsibility.

Bake privacy into the early stages of IT products and services for cost control, accuracy,
and speed-to-market.

Establish privacy practices for data collection and transfer.

® Pre-empt privacy issues within the Internet of Things.
e Factor privacy into data classification and emerging tech such as cloud computing, facial

recognition, and surveillance.
Communicate privacy issues with partners such as management, development, marketing
and legal.

Course Topics
Module 1: Fundamentals of Information Privacy

Common Principles and Approaches to Privacy

Jurisdiction and Industries

Information Security: Safeguarding Personal Information

Online Privacy: Using Personal Information on Websites and with Other Internet-Related
Technologies

Module 2: Privacy in Technology

® Understanding the Need for Privacy in the IT Environment
e Core Privacy Concepts
® Regulations and Standards Impacting Privacy in IT
® Privacy in Systems and Applications
® Online Privacy Issues
® De-ldentifying and Anonymizing Personally Identifiable Information
¢ Cloud Computing
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